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DATA PROTECTION LAW IN INDIA: THE TRIPS ANALYSIS
BY

PRAVEEN DALAL*

The aim of this article is to evaluate the mandates and requirements of TRIPS Agreement, entered under the banner of World Trade Organisation (WTO), vis-à-vis data protection requirements in India. The discussion becomes essential, as the heat of these mandates has been felt with effect from 01-01-2005 when the provisions of the TRPIS Agreement came into full force in India. The discussion also assumes significance in the light of recent BPO frauds involving data property as the same may provide a solution for these problems in future.  A timely attempt has been made to make the society aware about the impact of the same vis-à-vis data protection requirements. 
I. Introduction
The law regulates the conduct of the society in its most desirable and benign form. It maintains the order in the society and eliminates unhealthy delinquencies and deviations. Thus, law plays an important role in developing a civilised society. The law of a country is generally based on its social, economic, and political ideologies and notions. These ideologies and notions are essentially different in various societies. This usually gives rise to conflict among laws of various nations which is generally taken care of by the “Private International Law”. An important aspect of the Private International Law is that it is territorial oriented and society specific. Thus, the laws of the country in question prevail, if there is a conflict between the two laws of the different sovereign States. The “Public International Law” on the other hand primarily encompasses within its ambit the Treaties and conventions which are required to be uniformly followed by the “Member Countries”
. To appreciate the concept better it is inevitable to analyse the concept of International law in some detail. The expression “International law” is synonymously used for the term “Public International Law”. It is different from “Private International Law” that is a law of different States. The rules of Private International Law have been formulated to avoid conflicts that arise due to conflicting laws of different States. The Public and Private International Law differs in many crucial aspects that primarily decide which law will govern the situation. The chances of “sovereignty clash” are more in case of Private International Law as compared to its counterpart. The following differences between Private International Law and Public International Law are worth noticing:

(1) Subjects: The Public International Law primarily deals with the States and to some extent with the individuals; Private International Law primarily deals with the individuals of two States.
(2) Scope: The rules of Private International Law are made by the concerned sovereign State whereas Public International Law is formed through Treaties and Conventions by common consensus of sovereign States. 

(3) Applicability: The Public International Law is applied uniformly to all States with few concessions attached to it whereas Private International Law differs from State to State. 
(4) Source of law: The Public International Law is formulated through the mode of Treaties and Conventions whereas the Private International Law is formulated by the legislature of the sovereign States. 

As a general rule the Private International Law is usually used to give effect to municipal laws of a State but there may be occasions where Private International Law may become rules of Public International Law. This happens when the rules of Private International Law are incorporated in the international treaties. The TRIPS Agreement was formulated under the category of Public International Law through the Treaty mechanism
. 
II. The Constitutional analysis

The Treaties and Conventions entered in the sphere of Public Internationals Law are not automatically incorporated in the “Municipal Legal System”, though some countries endorse the concept of “automatic incorporation” of the same. In India, we have to take an independent action of “legislation” U/A 253
 of the Constitution of India to make the Treaties and Conventions functional. This shows the legislative superiority of Parliament over the respective State
. Thus, a law passed by the Parliament in this eventuality will not be invalidated on the ground that it is legislating on a subject falling in State List.  The non-obstante clause of Article 253 is, however, subject to the other provisions of the Constitution. For instance, Article 253 is subject to the “Doctrine of Basic Structure”. Similarly, Article 253 is also subject to Part III of the Constitution of India. Thus, the Fundamental Rights cannot be overridden by a law made under Article 253 of the Constitution
. This position points towards the scope of International Law in India. It shows unquestionably that unless and until a Treaty or Convention has been given due effect in India U/A 253 it has no binding value except a “moral appeal”. This is so because even when enacting laws for the purposes of Private International Law if the law is not enacted properly it has no binding force. A law may be enacted by the Parliament and the same may have received the approval of the President of India, still the same may have no binding force if it has not been notified by the “Executive” wherever required. For instance, the Delhi Rent Control Act, 1995 has been enacted by the Parliament and the same has received the approval of the President as well but still the same is not applicable because the “Executive” has not brought it in to force. Thus, if a law made by the Supreme legislative machinery of India has no force even if it has satisfied almost the entire procedural requirements as prescribed by the Constitution of India, it is difficult to appreciate how International Law has any applicability in India particularly when the same is either against the provisions of the Constitution of India or has not been incorporated into the municipal sphere by a legislation. Even after legislation it must satisfy the mandates of the Constitution of India. Till then it has a mere “Moral significance” and “persuasive value”. It is important to note that even if India is not a party to a particular Treaty or Convention or even if it has not incorporated the same in the municipal sphere, the Constitutional Courts in India have the power to incorporate the same into municipal laws to give effect to Fundamental Rights and other rights. The only condition being that the same are not against the “municipal law” of India. Thus, there is no fixed rule that if the Parliament has made a law as per the signed Treaty or Convention it is always valid. The same may be held to be “unconstitutional” if it is against the municipal law of the country, particularly the Constitution of India. On the contrary, there is nothing that restricts the Constitutional Courts in India to invoke the provisions of International Treaties and Conventions for interpreting the Fundamental Rights in a liberal manner even if India is not a signatory to any particular Treaty or Convention
. The concerned provisions regarding Data protection in the TRIPS Agreement are in conformity with the Constitutional scheme
. This takes us to the analysis of the provisions of the TRIPS Agreement protecting the Date property. 
III. The TRIPS Agreement- A Magna Carta of IPRs


The provisions of TRIPS Agreement are the most extensive and rigorous in nature. They protect all the forms of IPRs collectively. The protective umbrella of TRIPS covers the following IPRs:

(1) Copyright and Related Rights,

(2) Trademarks,

(3) Geographical Indications,

(4) Industrial Designs,

(5) Patents,

(6) Layout designs of Integrated Circuits, and

(7) Protection of Undisclosed Information.


It must be noted that by virtue of Article 1(2) of the TRIPS Agreements
, the Control of Anti-Competitive Practices in Contractual Licences has been excluded from the definition of “intellectual property”. The discussion in the present article is addressing only the “data protection” aspect; hence it is confined exclusively to section 1, i.e. Copyright and Related Rights
. Article 9(1) of the Agreement provides that Members shall comply with Articles I through 21 of the Berne Convention, 1971 and the Appendix thereto. The members, however, shall not have any rights or obligations under this Agreement in respect of the rights conferred under Article 6bis of that Convention or of the rights derived therefrom
.  Thus, although TRIPS utilises Berne as a “minimum standard”, it deviates from the Berne in two aspects. TRIPS is broader than Berne, in that it protects “software and databases”; but at the same time, TRIPS is also narrower than Berne, in that it does not require compliance with moral rights provided by Berne Article 6bis
.  The member will, however, have to continue to fulfill the existing obligations that Members may owe to each other under the Berne Convention
. It means that if two Members of TRIPS Agreement are “already” extending protection to each other in the form of “moral rights” of the authors under the Berne Convention, then the TRIPS Agreement will not prevent them from doing so. The combined reading of Article 2(2) and Article 9(1) shows that the two provisions are not contradicting each other. The TRIPS Agreement is not “recognising” the “moral rights” of the authors and the story ends here only. It is in no way restricting the conferment of the same under the Berne Convention if the Members to the TRIPS Agreement are already extending the same to each other on a “reciprocal basis”. Thus, in no way TRIPS should be misunderstood as laying down the rule that it is “prohibiting” or “regulating” the moral rights. It has only refused to bring the same under the protective umbrella of TRIPS Agreement
. 

IV. TRIPS Agreement and Data Protection


The TRIPS Agreement recognises the protection of “data property” in Article 10(2) of the TRIPS Agreement. Article 10(2) of the Agreement provides that “compilation of data” or “other material”, whether in machine-readable or other form, which “by reason of the selection or arrangement” of their contents constitute intellectual creations shall be protected “as such”. The Article further provides that such protection, which shall not extend to the data or material itself, shall be without prejudice to any copyright subsisting in the data or material itself. 

A closer perusal of the Article reveals the following facts:

(1) It is the ‘compilation” of data or other material, which is protected under TRIPS Agreement. It must be noted that “compilation” of a subject matter of Copyright is protected under almost all the legal systems. This is also protected in the Berne Convention. Thus, if a data is compiled in a particular manner, the same cannot be used in the similar manner. Further, by using the words “other materials” the ambit of this Article has been extended to even “non-data items”.

(2) The compilation may be either in a machine-readable form or in some other form. The previous category includes storing of data in “computers” and its “parallels”, whereas the latter category includes storing of the data in the traditional paper mode. The storing of “data property” in computers and its parallels necessitates protection of the same in Information Technology law as well. This may be the reason that the government is planning to amend the existing Information Technology Act, 2000. The proper approach, however, seems to be to incorporate necessary “explanatory provisions” in the Indian Copyright Act, 1957 and making minor suitable amendments in the Information Technology Act, 2000. In no case it should pressed forward through Information Technology Act alone. If a data stored in a computer or its parallels is misused, the provisions of the Information Technology Act can be pressed in to service along with the Copyright Act, depending upon the nature of violation or contravention. At this point it may be noted that the Copyright Act, 1957 already protects “databases” as “literary works” under section 2(o) of the Copyright Act
. It must be noted that the definition of “literary work” is “inclusive” in nature and it is capable of encompassing more categories. Secondly, the concept of “compilation” used in this section is itself inclusive in nature and the compilation of “databases” is one of them. Thus, the expression “compilation”, as used in section 2(o), includes at least two forms of compilation. The one is compilations for the purpose of conferment of Copyright and the other is compilation for the purpose of Data Protection. Thus, when the section 13(1)(a) of the Copyright Act uses the expression “original literary works, it is used not only in an “inclusive” manner but also in a “multifunctional” manner. It should not be confused to mean the literary work vis-à-vis copyright only. The inclusive nature of the definition of “literary work” is permeating the entire Copyright Act and it cannot be allowed to be whittled down while interpreting section 13(1)(a) of the Copyright Act.  In short, the copyright Act protects original compilations as “both” copyright and databases. It would be wrong to suggest that copyright and data protection are one and the same thing. These two are different Intellectual Property Rights, which are expressly protected not only under the TRIPS Agreement but also equally under the Copyright Act. The erroneous treatment of databases as copyright and with similar parameters has created a position where the government is planning to make a separate law for data protection. The present requirement is only to issue an “explanatory notification” clarifying this position. In fact, the definition of “literary work” is capable of accommodating “other materials” as well, which may be non-data in nature. This possibility has been expressly recognised and provided by both the TRIPS Agreement and the Copyright Act 

(3) The claim for data protection originates only because of the “selection or arrangement” of the contents by using the “intellectual creations”. Thus, if there is no intellectual endeavor involved in the selection or arrangement of the contents, then the same may not be protected as “data property”. The same will, however, still be entitled to the protection of Copyright, since the protection of copyright is not dependent upon the “quality” of the contents but their “expression” as such. It must be mentioned at this point that the claim of copyright is no dependent upon the formality of registration. The moment the contents are “expressed” in an original manner, the same will get the protection of Copyright. If the contents are arranged using some intellectual endeavour, the same can be claimed as either the copyright or as databases. Thus, it can safely be concluded that all “databases” are capable of copyright protection but not all copyrightable material qualifies for the data protection. This shows that it is easier to get copyright protection than data protection. This suggestion should not be misinterpreted as suggesting that the copyrightable material can be absolutely devoid of any intellectual shade. It only means that the requirement of “quality” is more demanding and stringent in cases of data protection than the copyright. Thus, the same material may fail to qualify for data protection, but it can be still protected by the copyright.  This point is further strengthened by the use of the expression “as such’ in Article 10(2) of the TRIPS Agreement. Thus, either the work is protected as databases or it may qualify for the protection as copyright.

(4) The protection in the databases is not available for the data or material itself, but it is exclusively available for the intellectual creation in the form of selection or arrangement. Further, the right in databases is without prejudice to any copyright in the data or material itself. Again, it shows that a person possessing the data has two rights. On the one hand he has a right in the form of databases, which is available in the intellectual creations in the form of selection or arrangement. On the other hand, he has a right in the “very data or material itself”, which is available to him in the form of copyright. In short the right to data protection is available only in the “form and manner” of intellectual selection or arrangement and not in the data or material itself, whereas the copyright is available in the data or material itself since the same is an expression”. Thus, the Copyright Act, 1957 adequately protects both the databases and the copyright equally
. This takes us to the need and modes of data protection in India, including the electronic data. 
V. The needs and modes of data protection

The compelling and much needed mandate for providing protection to the electronic information and data provided by various interested parties has again set in motion the thought process and the legislative wing of the Constitution of India is facing a situation where it has to decide whether it should bring new amendments to the already existing IT Act, 2000
 or to enact a separate law for the same
. A law on data protection
 must address the following Constitutional issues on a “priority basis” before any statutory enactment procedure is set into motion:

(1) Privacy rights of interested persons in real space and cyber space.

(2) Mandates of freedom of information U/A 19 (1) (a).

(3) Mandates of right to know of people at large U/A 21.

If these issues are sidelined in the zeal of providing data protection then it may have catastrophic results because the law(s) providing for data protection will be vulnerable to the attack of unconstitutionality on the ground of violation of Articles 19(1) (a) and 21 of the Constitution. Thus, the pre requisite for the enactment of any law dealing with data protection is to keep in mind the mandates of these rights
. It is generally claimed that “law is like a bride; always seven step behind”. This statement reflects the inability of the law to deal with the problems peculiar to a contemporary society. We cannot bridge the gap between the deviations and the law unless we think in terms of future by making an arduous attempt in the present. For instance, no matter how many laws we make to curb deviations and delinquencies created by the use of information technology, no useful purpose will be served unless the law considers the “futuristic aspects of the present law”. The task is difficult but not impossible. It can be achieved but it requires a dedicated, disciplined and coherent action. The timely declaration of “Statehood” vis-à-vis private persons
 can save us from the plethora of unnecessary and unproductive litigations, which are bound to happen after 01-01-2005 as the provisions of Treaties and Conventions entered under the banner of World Trade Origination has came into full operation in India. The continuous demand on the part of MNCs has made it essential to formulate a proper mechanism for the protection of the valuable data. An indifferent attitude towards this demand may cost us valuable foreign exchange and numerous job opportunities. Thus, a “just and fair” data protection mechanism is the need of the hour. We should not wait till the problem becomes complicated. It must be noted that law is “organic and flexible” in nature and its proper use can solve many problems. Finally, it is better to err on the side of precaution rather than grappling with the problem when it takes a precarious dimension
. It must be noted that the declaration will safeguard the interests and enforce the rights of both the MNCs and the citizens of India at the same time, since it will bring fairness, reasonableness and justness in the dealing of all. Although a Company/MNC is a legal person, it is not a citizen either under the Constitution of India or the Citizenship Act, 1955. Thus a company has a nationality but no citizenship. This difference of status is important because certain Fundamental rights are available to citizens only. In Bennet Coleman Co v U.O.I
 the Supreme Court held that the fundamental Rights of the shareholders as citizens are not lost when they associate to form a company. When their Fundamental Rights as shareholders are impaired by the State action, their rights as shareholders are protected. The reason is that the shareholder’s rights are equally and necessarily affected if the rights of the company are affected. The natural corollary of the above decisions is that the company acquires a standing by adding a shareholder with itself in an action. Besides certain Fundamental Rights, which are available to all “Persons”, including a corporate entity, a Company/MNC also enjoys the protection of various Constitutional Rights as provided under the Constitution. For instance, a Company/MNC has a Constitutional Right to hold and enjoy its property, which includes Intellectual Property Rights including valuable ‘Data”. Article 300-A of the Constitution confers a right on all persons to hold and enjoy their properties. Thus a Company/MNC cannot be deprived of its property save by authority of law. Any violation of this right of the company can be challenged in a court of law. In view of the interpretation given to the word “law” by the Supreme Court in Maneka Gandhi v. U.O.I
, a law depriving a Company/MNC of its property must be fair, reasonable and just. An arbitrary and unreasonable law is vulnerable to attack U/A 14 of the Constitution and is liable to be struck down. In Bhavnagar University v Palitana Sugar Mills Pvt Ltd
 the Supreme Court held that an owner of a property, subject to reasonable restrictions, which may be imposed by the Legislature, is entitled to enjoy the property in any manner he likes. A right to use a property in a particular manner or in other words a restriction imposed on user thereof except in the mode or manner laid down under the statute would not be presumed. In Dharam Dutt v U.O.I
the Supreme Court held that the protection of Article 300-A is available to any person, including a legal or juristic person and is not confined only to a citizen. However, the same cannot be sought to be enforced by a petition U/A 32 of the Constitution, since it is not a fundamental right but merely a Constitutional Right.  Similarly, Article 301 of the constitution confers on a Company/MNC a right to have a free trade, commerce and intercourse throughout the territory of India. This right, however, is subject to the provisions of Articles 302 to 305 of the Constitution. Thus so long a company is carrying on its business in accordance with the law, its business activities cannot be interfered with
. If the valuable data possessed by it is damaged, destroyed, altered or stolen, the law will take it seriously and fervently protect it. A Company/MNC will definitely be going to invoke various “Constitutional” and “Statutory” provisions to protect its “data property”. Similarly, the “Constitutional restraints” will be pitted against these MNCs for safeguarding the public interest. One such measure of safeguarding the public interest is to declare these MNCs as “State” within the meaning of Article 12 of the Constitution of India. There is an emergent need to “expressly declare” that private persons can also be held liable for violating the Fundamental Rights of others. The need for the declaration of private persons as State is immediate and compulsive in nature. This has arisen due to globalisation, privatisation and decentralization. The traditional “welfare state functions” have now slipped into the hands of private individuals due to this phenomenon. The crucial “public interest” has also been transferred to these private persons as far as the transferred business is concerned. This is, however, not the end of the story. The duties and limitations by which the traditional State was bound are also, with necessary modifications, passed to the private persons. These duties and limitations, though not as stringent and rigorous as were meant for traditional State, are still in existence and are required to be followed by the “successors” of those welfare state functions. It is no doubt true that private individuals cannot be expected to play the role of “parents or guardians” of the nation, but certain minimum fair and reasonable obligations, commensurate with the basic Human Rights, Fundamental Rights and Constitutional Rights, have to be met reasonably. The welfare state requirements mandate that if the power and essential functions of a state are decentralized or delegated to private persons, they retain their mandates of welfare requirements, though in a modified form. For instance, if a public company, performing crucial public functions is privatised, then the successors are required to act justly, fairly and reasonably. An arbitrary, unreasonable or oppressive act of a “privatized public company” should be equally vulnerable to the challenges of unconstitutionality. Thus, the changed socio-economic conditions of India require a different outlook and this makes the declaration inevitable and essential
.


The following persons will be under the scrutiny of law to protect “data property”:

(a) The private persons, and

(b) The companies, including government companies and departments.
(a) Private person
The various Fundamental Rights and Constitutional Rights, which are available to the (Multi National Companies) MNCs, cannot be enforced effectively unless the private persons are declared to be state. It must be noted that the historical context in which the doctrine of “State action” evolved in the United States is irrelevant for India. But the principle behind the doctrine that State aid, control, and regulation so impregnating a “private activity” as to give it the colour of state action is of interest to us to the limited extent to which it can be Indianised and harmoniously blended with our Constitutional jurisprudence
. Thus, even a private body may be a “State” within the meaning of Article 12
. Further, a private body, which is an agency of the State, is a State
. Thus, it is clear that there is nothing in Article 12, which prohibits the application of the provisions of that Article to private persons. Even the writ jurisdiction U/A 226 can be exercised against private persons. This legal position has been clarified in Federal Bank Limited v Sagar Thomas
 where the Supreme Court held that a writ petition U/A 226 might be maintainable against:

(1) the State,

 (2) an authority,
(3) a statutory corporation,

(4) an instrumentality or agency of the State,

(5) a company, which is financed or owned by the State,

(6) a private body run substantially on State funding,

(7) a person or a body under liability to discharge any function under the statute,

(8) a private body discharging public duty or positive obligation of “public nature”.

Thus, a writ may be issued to a private person, as there may be statutes, which need to be complied with by all concerned including the private individuals and companies. The “data property” is presently protected under the Copyright Act, 1957 and the Information Technology Act, 2000. Thus, a writ can be maintainable against private persons if they have violated the “data property”. Thus, to avoid any civil or criminal liability, the following “Data Protection Principles” must be kept in mind by the private individuals, private organisations, government or its agencies while receiving the data:

(a) The data should be processed fairly and lawfully.

(b) The data should be obtained for specific and lawful purpose.

(c) The data should be adequate, relevant and not excessive.

(d) The data should not be kept for longer than necessary.

(e) The data should be processed in accordance with the rights of data subjects, and

(f) Measures should be taken against unauthorized or unlawful processing.

(g) It should not be used in a manner not authorised by the holder of the “data property”, etc
.

(b) Companies
The accountability and reasonableness requirements of companies are safeguarded by affixing liability of the companies under almost all the statues that are enacted from time to time. It is ensured by incorporating a provision in the respective statue making the company liable for the wrong for which general public has also been made liable. For instance, under the environmental laws, taxation laws, etc the companies are also made liable for the respective wrong committed under these statutes. An interesting aspect of these provisions is that the language used in these statutes is virtually similar in all of them. This is a normal and well- acceptable practice, which is uniformly followed by the “legislature”. The degree of reasonableness and accountability is same in all these statues and hence while interpreting the provisions of a particular statute, support and aid can be taken of the judicial precedents given under other statutes. The accountability, reasonableness and due diligence requirement are incorporated in all the statutes so that the Fundamental and other rights of all persons are safeguarded in their widest and truest perspectives. It is established that Fundamental Rights themselves have no fixed content; most of them are empty vessels into which each generation must pour its contents in the light of its experience. The attempt of the court should be to expand the reach and ambit of the Fundamental Rights by process of judicial interpretation. There cannot be any distinction between the Fundamental Rights mentioned in Chapter III of the Constitution and the declaration of such Rights on the basis of the judgments rendered by the Supreme Court
. Thus, horizons of Constitutional law are expanding. The corporate façade cannot provide a “blanket protection” from the liabilities arising under various statutes, including the Copyright Act, 1957 and the Information Technology Act, 2000. If the Indian companies unlawfully and illegally use the “data property” of the MNCs, then they can be held liable for the same by lifting the corporate veil. These provisions will apply, with necessary modifications, to government companies and government departments
. Thus, the mandates of TRIPS Agreements can be sufficiently enforced and complied with in India through the abovementioned mode of enforcement
. 
VI. Conclusion

The concerns and apprehensions of the MNCs regarding lack of data protection in India are far-fetched and unwarranted. The TRIPS Agreement, the Copyright Act, 1957 and the IT Act, 2000 provide sufficient safeguards for preventing violations of electronic and paper based databases of MNCs. The paper based data, information and details provided by the MNCs will get the protection of ‘Data Property” if the same involves intellectual creations within the meaning of Article 10(2) of the TRIPS Agreement. If they fail to satisfy the requirement of Article 10(2), still they will be protected as copyright. The brightest and the positive aspect of this situation is that even non-data items are also protected, both under the TRIPS Agreement and the Copyright Act, 1957. Similarly, the IT Act, 2000 sufficiently protects the electronic data property and there is no need of further amendments. The IT Act, 2000 defines “data” u/s 2(1) (o)
. Further, the explanation (ii) to section 43 defines and protects computer database
. The enforcement aspect of data protection is also adequately covered under the IT Act, 2000. For instance, the IT Act, 2000 provides for both civil and criminal liabilities in the form of “contraventions” and “offenses”
. Thus, the present framework of the data protection regime is sufficient to accommodate the mandates of both the Constitution of India and the TRIPS Agreement. The ultimate solution to any problem is not to enact a plethora of statutes but their rigorous and dedicated enforcement. The courts must apply the existing laws in a progressive, updating and purposive manner. It must be appreciated that it is not the “enactment” of a law but the desire, will and efforts to accept and enforce it in its true letter and spirit, which can confer the most strongest, secure and safest protection for any purpose. The enforcement of these rights requires a “qualitative effort” and not a “quantitative effort”
. Thus, we must not feel shy and hesitant to use the existing provisions to enforce the rights of data protection, which are sufficient from all aspects. If at all the data protection law is required to be enacted in India, it must incorporate the missing links discussed above. 
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